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Abstract

In the last five years, around 150 bank robbers have died in clashes
with Brazilian police. This wave of violence became known as
“Novo Cangaco”. Despite the gangs using explosives, rifles and .50
machine guns, this wave of terror was not classified as terrorism in
Brazil. The objective of this research is to investigate this type of
organised crime and its similarity to the concept of global terrorism.
This is a comprehensive review of how the “Novo Cangago” (new
bandit) is understood. We investigated around 18 thousand articles
and highlighted four distinct groupings to explain what terrorism
is in the modern world. The findings from interviews allowed us to
understand that it is only possible to classify a terrorist act under
current laws if there is an attack on public events or public facilities.
We interviewed police and military personnel with experience in
combatting this variant of modern horror. Our conclusions indicate
that this wave of violence associated with drug trafficking should be
classified as terrorism. Considering these points, we believe that the
“Novo Cangago” is a form of terrorism, given its connection with drug
trafficking and political movements. The use of explosives, the siege
of cities, the use of hostages and violence aimed at causing terror and
commotion also reinforce this definition. Such theft practices may
cease to exist due to the disappearance of paper money, but the legacy
will remain and serve as a lesson for those who wish to commit similar
crimes. We also emphasise that this type of crime could soon inspire
other gangs to commit violent crimes in Latin America.

Terrorism; national security; ‘New Cangago’; bank robbery; world security

Resumen

En los Gltimos cinco anos, unos 150 atracadores de bancos han muerto
en enfrentamientos con la policia brasilena. Esta ola de violencia se
conoci6 como «Novo Cangaco». A pesar de que las bandas utilizaban
explosivos, rifles y ametralladoras del calibre 50, esta oleada de
terror no fue clasificada como terrorismo en Brasil. El objetivo de
esta investigacién es investigar este tipo de crimen organizado y
su similitud con el concepto de terrorismo global. Se trata de una
revision exhaustiva de como se entiende el «Novo Cangago» (nuevo
bandido). Investigamos cerca de 18 mil articulos y destacamos cuatro
agrupaciones distintas para explicar qué es el terrorismo en el mundo
moderno. Los resultados de las entrevistas nos permitieron comprender
que so6lo es posible clasificar a un terrorista con arreglo a las leyes

Rev. Crim. / Volumen 66 — Numero 3 — Septiembre-Diciembre 2024 — pp. 97-110 — e-ISSN 2256-5531 — Bogotd, D. C., Colombia


https://doi.org/10.47741/17943108.664
mailto:solon@ufg.br
https://orcid.org/0000-0002-0050-3527
mailto:cuklaanselmo@gmail.com
https://orcid.org/0000-0002-5313-4593
mailto:daniel.gamarra@ufsm.br
https://orcid.org/0000-0002-4714-7849
https://doi.org/10.47741/17943108.664

Introduction

Solon Bevilacqua; Anselmo Rafael Cukla; Daniel Fernando Tello Gamarra

actuales si se produce un atentado contra actos publicos o instalaciones
publicas. Entrevistamos a policias y militares con experiencia en la lucha
contra esta variante del horror moderno. Nuestras conclusiones indican
que esta ola de violencia asociada al narcotrafico debe ser clasificada
como terrorismo. Teniendo en cuenta estos puntos, creemos que el nuevo
bandidaje es una forma de terrorismo, dada su conexién con el narcotrafico
y los movimientos politicos. El uso de explosivos, el asedio de ciudades, la
utilizacion de rehenes y la violencia dirigida a causar terror y conmocion
también refuerzan esta definicion. Puede que estas practicas de robo
dejen de existir debido a la desaparicion del papel moneda, pero el legado
permanecerd y servird de leccién para quienes deseen cometer delitos
similares. También destacamos que este tipo de delito podria inspirar
pronto a otras bandas a cometer delitos violentos en América Latina.

Terrorismo; seguridad nacional; ‘nuevo cangago’; atraco a bancos, seguridad mundial

Resumo

Nos tltimos cinco anos, cerca de 150 assaltantes de banco morreram em
confrontos com a policia brasileira. Essa onda de violéncia ficou conhecida
como “Novo Cangaco”. Apesar de as quadrilhas usarem explosivos,
fuzis e metralhadoras .50, essa onda de terror nao foi classificada como
terrorismo no Brasil. O objetivo desta pesquisa é investigar esse tipo
de crime organizado e sua semelhanca com o conceito de “terrorismo
global”. Esta é uma revisdo abrangente de como o “Novo Cangago” é
entendido. Pesquisamos cerca de 18 mil artigos e destacamos quatro
grupos distintos para explicar o que é terrorismo no mundo moderno.
Os resultados das entrevistas nos permitiram entender que sé é possivel
classificar um terrorista de acordo com as leis atuais se houver um ataque
a eventos ou instalacoes publicas. Entrevistamos policiais e militares com
experiéncia no combate a essa variante do terrorismo moderno. Nossas
conclusdes indicam que essa onda de violéncia associada ao trafico de
drogas deve ser classificada como terrorismo. Considerando esses pontos,
acreditamos que o novo bandido é uma forma de terrorismo, dada sua
conexao com o trafico de drogas e os movimentos politicos. O uso de
explosivos, o cerco de cidades, o uso de reféns e a violéncia com o objetivo
de causar terror e comog¢ao também reforcam essa definicao. Essas
praticas de roubo podem deixar de existir devido ao desaparecimento do
papel-moeda, mas o legado permanecerd e servira de licao para aqueles
que desejam cometer crimes semelhantes. Também enfatizamos que esse
tipo de crime pode em breve inspirar outras gangues a cometer crimes
violentos na América Latina.

Terrorismo; seguranga nacional; “novo cangago”; assalto a banco; seguranca mundial

was only turned on this type of crime when police
task forces had eliminated all gangs. It is worth noting

Cangaco emerged in northeastern Brazil between the
years 1870 and 1940 and became known as a violent
variant of organized crime. The cangaceiros, as the
agents of these crimes were known, surrounded small
towns, spread panic, killed, stole, kidnapped, and fled,
before or after clashes with the local police. The page

that this movement was a social, political and cultural
phenomenon that occurred in the northeastern Sertao,
which we can classify as an organized crime practice.
The cangaceiros were hired to carry out robberies,
kidnappings, and executions at the behest of local
political leaders.
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The cangacgo gained strength from 1889 onwards,
with the Proclamation of the Republic and the change
from centralized power in Rio de Janeiro to local power,
commonly exercised by colonels. Bands of cangaceiros
committed various crimes in the places they passed
through, such as robberies, murders, rapes, and
mutilations, among many others.

In mid-2015, gangs specializing in bank robberies
resumed this mode of operation in cities in the northeast
and southeast of Brazil, in a new wave of crimes called
the new cangaco. The media quickly associated such
criminal acts with modern terrorism. Even though these
acts are permeated with extreme violence including use
of explosives, high-caliber weapons, drones, improvised
explosive devices, use of human shields, and contempt for
the local police force, such criminals are not considered
terrorists under Brazilian law.

In this context, the aim of this article is to discuss
the new cangaco as a new order of organized crime and
its similarity to the concept of global terrorism. We
used the analysis of scientific articles and interviews
with professionals in special operations, such as bank
robbery, cybercrime, and property crimes to carry out
this research.

In this way, we contribute to theory for investigating
terrorism and practices that fight organized crime. We fill
an anticipated gap in the security and defense literature
that has not yet highlighted the relationship between
organized crime, bank robbery, and terrorism.

Our research presents a theoretical reference centered
on terrorism, new cangaco, and Brazilian laws. To
continue, we describe our method and carry out analysis
and discussion.

Theoretical reference

Terrorism often involves an act of violence. This statement
may sound obvious, however in practice it is not, as
cases of environmental terrorism and cyber terrorism
are becoming more and more frequent. In an expanded
form, terrorism corresponds to a threat intended to
coerce, intimidate or dissuade a third party (Gonzalez et
al., 2016). Furthermore, a terrorist group acts by copying
the success of another terrorist group (Makarenko, 2004),
in the world of weak or bankrupt institutions with a high
level of corruption and criminality and the absence of
effective and independent law enforcement.

A series of important publications have mapped out
the definitions and possible variations of terrorism (Fehr
& Schimidt, 1999; Merari, 1994; Primoratz, 1990; Ruby,
2002; Schmid, 2011), among them, the classification

Terrorism and police countermeasures in the fight against the "Novo Cangago’

that predicts the size of the units involved, the weapons
used, the tactics, and the targets. This classification is still
current today and is foreseen in strategies for preventing
and combating terrorism: (a) size of combat units — small
(normally less than 10 elements, (b) weapons — use of light
firearms, possibly grenades, (c) tactics — kidnappings,
car bombs and assassination, (d) targets — government
buildings, random people, politicians and adversaries, ()
territory control - no, (f) uniform — none, (g) delimitation
of operations — none, (h) legality — no, (i) domestic - no,
and (j) expected impact — psychological coercion (Merari,
1991; 1993; 1994).

From 1945 onwards, terrorism was perceived as tactical
actions, from 1960 it was seen as bomb attacks, in the
following decade, as the hijackings of commercial planes,
and in the 1980s and 1990s, attacks of both types, with
terrorism adapting to the political and technological
context of the day; that is, seeking to obtain the greatest
possible strategic advantages. In the academic context,
terrorism is mainly identified as a political and violent
action (Suarez, 2012). Therefore, the concept is in a
constant state of development. Furthermore, research
shows that organized crime joins forces with terrorist
groups with the aim of emboldening criminal operations.
(Hutchinson, O’malley, 2007).

Terrorism manifests itself through attacks with
explosive devices, biological, chemical, and radioactive
substances, as well as in kidnappings and the robbery
of financial institutions. The consequences left for the
population are most diverse and include trauma and
post-traumatic stress. Generally, terrorist practices
aim to draw attention to a cause. The idea is to provoke
fear and shock among the victims and at the same time
satisfaction, applause, and consent from allies (Bock,
2009). All these points became more evident from the
beginning of the 21st century.

The September 11 attacks profoundly changed the view
of terrorism in the world. Until then, the defense agenda in
the West was the “war on drugs” policy, however after the
2001 attacks, this changed to the idea of a “war on terror”.
In a natural movement, the next step meant realizing that
the enemies no longer came from the Americas, rather
from another continent. Countries such as Colombia
that wanted North American support considered the
idea of a war on drugs and a war on terror (Nascimento
Janior & Silva de Souza, 2021). This premise served to
relate the financing of attacks and insurgencies that took
shape from the 1980s onwards. Drug trafficking began
to operate in close relation to politics and corruption,
becoming the driving force behind terrorism (Bevilacqua
& Villena, 2021).
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Across the world, terrorism has always been dynamic in
its structure, isolated or combined, born out of religious,
political, ideological, and racial conflicts (Waldmann,
2005). Generally, global terror was understood as a way of
attracting attention to a cause, predicted by some racial,
political, or religious ideology. Very often, just as in drug
producing countries, it has been associated with drug
trafficking (Maleckova & Stanisic, 2011).

Hence, a modern variant known as narcoterrorism
begins. Defined as violent actions against the population
which aim to influence a nation’s political decisions,
this has become a strategic cooperation between drug
trafficking mafias and armed groups (Hermosillo, 2017).

Depending on the region, its forms vary. In Latin
America, for example, drug trafficking is the major
promoter of terrorist actions, especially among countries
that produce cocaine. In this case, the association takes
place through the fight for territories and logistic
control, as in the case of “narco-terrorists” and “narco-
insurgents” (Bereicoa, 2017). There are attempts, for
example, to canonize narco-saints, as a way of bringing
families together and legitimizing crime through religion
(Iglesias, 2018). The religious culture of illicit drugs also
works as a large web involving all age groups, from the
most diverse social classes and geographic regions.

The idea of a narco-religion was infiltrated within the
Guarani culture, a quick way to spread crime and power
among Latin American peoples. There were cases of
saints who needed to die to increase the narco-doctrine
(but everything was just an act). This is what happened
with the Michoacana family and their leader “El Més
Loco” (Nazareno Moreno Gonzalez) and with the cult
of “San La Muerte” (Calzado, 2012). A true martyr who
would be canonized and revered as a saint in every
region of the continent, including in prisons (Gentile,
2007). Drug trafficking and narcoterrorism became
naturally fitting parts of the grand scheme of making
violence commonplace in Latin America; after all, this all
contributed to a narcoculture and a narcoreligion.

In the Middle East, Asia and Africa, terrorism has taken
on a different guise (Ajayi & Millard, 1997). Ideology and
religion imposed other forms of violence, without the
predominance of the ideal of drug trafficking logistics.

Corruption and narcoterrorism pressured political
decisions and generated favoritism, were present at
elections, created advantages in illicit businesses,
contributed to criminal formation and fortunes, corrupted
the police, and encouraged subversion and drug sales
(Hilario et al., 2018).

The geographic position of a country contributes to
determining the type of terrorism that will be present.
Countries such as Mexico, Colombia and Peru, major
producers and exporters of cocaine, have a unique type of
terrorism (Cristébal, 2018). Countries that do not produce

but distribute drugs (such as Brazil) will experience other
forms of violence (Mulza, 2001), as detailed below.

From 2014 onwards, when Brazil hosted major
sporting events such as the World Cup and the Olympic
Games, the country began to be perceived as a potential
terrorist target. The presence of foreign delegations, the
flow of tourists, and the high visibility profile of the events
increased Brazilian vulnerability to unconventional
threats (Raffagnato et al., 2019). However, cases related
to terrorism continued to be investigated as other crimes
or infractions, both criminal and administrative, such
as the forgery of documents, dissemination of racist
propaganda, and illegal entry into the country, which
made it difficult to clearly identify these cases as terrorist
activities. Due to the lack of current legislation, the idea
that terrorism does not begin with the attack, rather with
the preparations and subsequent evasion of terrorists,
was ignored. (Lasmar, 2015). Nevertheless, recent events
in Brazilian history have brought up the discussion: is
there terrorism in Brazil, or not? This question emerged
in the early years of this century.

In 2006, several drug traffickers were transferred to
penitentiaries that were far apart from each other. Due
to these changes, criminal groups on the Rio - Sao Paulo
axis, commanded from within prisons, began a series of
indiscriminate attacks, especially in areas with a high
concentration of people, such as train, subway and bus
terminals, banking establishments and universities. The
legal framework did not consider such acts as terrorist
(Peterke, 2007), as they did not have ideological, political,
racial or religious motivations as predicted in specialized
literature (Bock, 2009; Primoratz, 1990; Ruby, 2002). 59
security agents and 564 civilians were killed between May
12th and 21st that year (Amadeo, 2006). At the time, there
was no direct confrontation between police forces and
organized crime; it was another opportunistic and casual
occurrence. The city effectively came to a stop out of fear,
which is a characteristic of a certain action (Cruz, 2016).

The conflict between the criminal factions only
ended when negotiations between the state government
and criminal leadership reached an agreement. As a
conclusion, the leadership of the attacks (Primeiro
Comando da Capital) kidnapped reporter Guilherme
Portanova and technical assistant Alexandre Coelho
Caladopara in order to place greater emphasis on the
event (Adorno & Dias, 2016). The next chapter predicted
the birth of a new type of violent and armed crime: the
New Cangaco.

The emergence of Novo Cangacgo
In parallel to these events, a variant of terror known

as the new cangaco was developing in Brazil, a term
analogous to the crimes committed by criminals in

Rev. Crim. / Volumen 66 — Numero 3 — Septiembre-Diciernbre 2024 — pp. 97-110 — e-ISSN 2256-5531 — Bogota, D. C., Colombia



northeastern Brazil who held small towns in the region
hostage. The police themselves coined the term new
cangaco to describe an action of terror carried out by
gangs aiming to rob banks in small towns in the interior
of Brazil. They chose locations that had little police force,
kidnapped residents, used explosives, and planted devices
that facilitated escape. The protagonists of this type of
crime were specialized. There was a distribution of tasks
and roles such as driver, accountant, and thief, among
others. Everyone is oriented to put on a show in their
practices. They also used cutting-edge technology in the
robberies and a lot of prior study of routines and reaction
strength. The robbers’ wide network of interpersonal
relationships allowed for a broad-spectrum technical
cooperation connection. These were actions committed
by professional individuals. (Aquino, 2020).

Such criminals did not maintain proximity to each
other, they sought to meet only to commit crimes. Their
weapons were personal, each criminal had their own rifle.
There was a certain hierarchy within the crimes, as theft
was divided into disproportionate quantities, depending
on the position held (Moura, 2022).

Table 1 shows the violence present in this type of
robbery and explosion of ATMs. Over the course of 11
years, around 150 criminals were killed in clashes with
the police. Some were killed in actions subsequent to
the robbery, during chases and searches in hiding places.

Table 1 | Fatal victims

City and Year

Aguas Belas (2018)

Aracatuba (2021) 1 = 2
Borrazépolis, (2018) - - -
Botucatu (2020) 1 -

Caetité (2021) - - -
Campinas (2018) 7 - -
Cocal (2019) 9 - -
Cocos (2021) - - 1
Criciima (2020) 1 - -
Francisco Sa (2019) - - -
Girau do Ponciano (2019) 9 - -
Graga (2021) 3 - -
Guarapuava (2022) 8 1 -
Guararema (2019) 11 - -
Itamonte (2014) 10 0 =
Jacui (2022) - - 1
Jaquirana (2018) 3 - -
Josenépolis (2019) - - -
Lauro de Freitas (2011) 10 - -

(Continued)
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City and Year

Milagres (2019)

Miramonte (2022) 3 = =
Mococa (2021) - - -
Nova Bandeirante (2021) 9 - -
Nova Crixas (2021) 8 - -
Padre Carvalho (2019) 11 - -
Parai (2020) 7 = -
Salvador (2015) 12 - -
Santa Margarida (2017) - 2 -
Sao Joao do Paraiso 7 . .
do Norte (2018)

Sento Sé (2015) 9 = =
Surubim (2021) - - -
Uberaba (2019) - - -

158 3 10

It is important to highlight that in some cases, several
criminals died in situations and periods far removed
from the robberies. This was the case in Varginha (2021),
when 25 criminals exchanged fire with security forces.
The plan they had for new robberies was thwarted in
an operation that involved the civil and military police
of several Brazilian states. In this relationship (Table 1),
data was related based on direct confrontation and did
not consider possible deaths that occurred in situations
adverse to robberies. These cases only related to crimes
by the new cangaco.

Sources specializing in public security link the new
cangaco to the deaths of around 170 criminals, 17 civilians
and 10 security agents over a period of 20 years. These
gangs affected areas with 7.6 million inhabitants in more
than 20 cities from 2016 to 2022 (Filho, 2022).

In seven years, 280 cases of break-ins and ATM
explosions were recorded in the state, representing
an average of 40 cases annually. Following the growth
trend of the previous year, gang actions reached
their highest numbers in 2015 with 61 attacks. Of the
217 municipalities in the state of Maranhao, ATM break-
ins and/or explosions were recorded in 134, representing
62 % of all municipalities (Sodré, 2018).

The peak of the new cangaco’s actions occurred
between 2020 and 2022 with the robberies of Criciima
and Araraquara, when both cities were isolated and taken
hostage by the robbers. It is of note that these were large
cities by Brazilian standards (more than 220 thousand
inhabitants). On this occasion, several people were used
as human shields or as roadblocks, improvised explosive
devices were installed on main streets, and armored
vehicles were used by the gang, as well as 5.56 and 7.62
caliber rifles and .50 machine guns. At the time, it was
common practice to besiege a city that would become
the target of the gang’s violence. After the robbery in
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Cricitima, the new cangaco acted in several cities in the
interior of Brazil, mainly in the state of Minas Gerais.
(Lara, 2021; Matravolgyi et al., 2021).

In these episodes involving Brazilian organized crime,
the organization of operations follows systematic steps,
as is the case in large corporations. There is a sector
in charge of logistics and food, a group that organizes
the strategy for confronting police, an accounting
department and, finally, another unit that organizes
the escape routes. The term new cangaco was used in
the media in 2021 but lost a lot of strength when 25
members of gangs specializing in bank robberies were
killed in a confrontation with the police in the city of
Varginha, Minas Gerais. The peak of the violence was in
2018, with 20 arrests and deaths. From 2018 onwards,
this criminal practice was moving towards cybercrimes.
(Barreto Filho, 2021).

These crimes has several points in common: the use
of improvised explosives, such as personal traps; use of
high-firepower weapons (rifles, heavy machine guns,
grenades, shotguns and pistols); armored vehicles;
ballistic vests; drones; and a siege operation in cities
using the population as human shields. One of the
group’s first actions is to attack the city’s police unit and
block access for reinforcements to arrive. For effective
blocking they use explosives and traps and position
vehicles such as trucks on the main roads. “Miguelitos”
(artifacts used to puncture tires) are thrown onto the
streets and roads. The operation is commanded by
members of criminal factions, who operate from within
prisons. In April 2022, a discussion began to increase the
penalty for crimes related to the new cangaco (Nanini,
2022). Currently, police forces are rigorously combating
this violent criminal practice, as are the countermeasures
adopted by banking institutions (Barreto Filho, 2021).

Bank robbers are known to have a short life span, as
their actions cause the police to react harshly and they
are quickly eliminated in such confrontations. As of 2022,
there have been no convictions for these robbers under
anti-terrorism laws.

In addition to a short life, criminals who act along the
lines of the new cangago, are not afraid of being convicted
and arrested. While in prison, such a criminal continues
to act as a criminal leader and coordinate robberies, drug
trafficking, and enemy trials. (Moura, 2022).

Only 11 people have been convicted under the current
anti-terrorism law, which saw its 6th year in 2022, a period
during which a total of 6 investigations were opened.
Even in the largest operations against alleged terrorists in
the country, there were cases in which the courts refused
the charges and suspects who, after preventative arrests,
were not prosecuted (Agéncia Estado, 2022).

Method description

We believe that detailing the VosViewer word cluster
creation technique would not contribute to the objective
of this study, as numerous manuals have already been
published. It is worth highlighting the work of Dutch
authors Nees Jan van Eck and Ludo Waltman who wrote
out the procedure in an expanded form. This manual
currently has more than 33 thousand citations. For more
details see Van Eck and Waltman (2014).

The organization of research planning followed the
order in which references on terrorism and new cangaco
were collected. In this way, two qualitative studies were
created. Study 1 was a survey of approximately 14
thousand publications on terrorism and study 2 entailed
interviews with experts. The process then continued
in the direction of interviewing security agents from
the Army and police involved with terrorism and bank
robberies in Brazil.

Participants and sample
We organized data collection into two fields:

« Field study 1 — the English term “terrorism” was
searched for in the Web of Science and Direct Science
databases. The purpose of this procedure was to
identify clusters for the word in question.

» Field study 2 — we selected 7 defense agents who
were directly involved with terrorism, cybercrime and
operations to combat the crime of bank robberies.
Some of these professionals worked directly (field
actions and investigation) in combating crimes
related to the new cangaco. We conducted in-depth
interviews, recordings and transcriptions.

The interviewees are public security agents in Brazil,
including 2 agents from the Civil Police of the State of
Goias, 1 agent from the Federal Police, 1 agent from the
Judicial Police, 1 officer from the Brazilian Army and 2
officers from the Military Police. Experience in combating
organized crime was considered a prerequisite for sample
selection.

Materials and equipment

Study 1 - after data collection, the database was grouped
in the “ris” format and imported into the VosViewer
system. We previously used the Mendeley system to
group the two databases and make it possible to extract
references to support the theoretical framework.
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The VosViewer program allows for the creation of
color maps from survey data. It is a network viewer that
uses the JAVA programming language and helps with
understanding how information is connected in a visual
and easy-to-understand way.

Vosviewer can be used to highlight the most influential
researchers and institutions, monitor the development
of research areas, measure the impact of publications,
identify co-citation networks between authors, and find
new areas of research. The software adopts the method
known as VOS (Visualization of Similarities) to define
the nodes and connections in a network. Thus, it creates
visualizations in two dimensions in which objects with
high similarity are closer. For example, if two researchers
are located closely in the visualization and the connection
between them is greater, then there is a greater tendency
for them to be cited in the same publication.

Associated research is listed below, highlighting its
possibility of replication.

Study 2 - interview participants were selected based
on their key activity: experience with terrorism or
combating bank robberies. The interview script consisted
of questions such as: “what is terrorism” and “what is the
new cangaco”. The interviews were recorded and later
transcribed.

Data analysis technique

Study 1 - the objective of exploring the 14 thousand
related articles was to identify clusters and connections
between the concept of terrorism. The VosViewer system
operates with distance measurements between words and
their importance is also related. Links joining segments
are also indicated. The scoring attributes indicate the
importance of the item. An item with a greater weight is
considered more important than an item with a lighter
weight. When viewing a map, items with greater weight
are shown more prominently than items with less weight.
The distance between two items in the visualization
roughly indicates the relationship of these constructs:
in general, the closer two words are located, the stronger
their relationship.

Associated research is listed below, highlighting its
possibility of replication.

Study 2 - the interviews were grouped by participants.
The 6 blocks of interviews were analyzed in light of
Bardin’s theory (1977); the core words highlighted the
importance of each segment. The number of times each
word was said revealed the importance of each item in
the general context. Data analysis for study 2 was directly
influenced by the findings obtained in study 1.

Terrorism and police countermeasures in the fight against the "Novo Cangago’

Data analysis

When analyzing 19 454 documents related to terrorism,
observing the period from 1954 to 2022, 4 groupings
emerge from the data. It appears from the documentary
analysis that the terror perceived in the period from 1990
to 2020 was related to the actions of drug trafficking and
bank robbery gangs. The clusters bring together specific
words for these 4 clusters.

The procedure uses algorithms that group and separate
similar and dissimilar words, calculating distances
between them. This way, words that are related will form
the same group, as is the case with tourism + money +
economic. The composition of these words associated
with similar ones will build the “yellow” cluster, the
group that deals with the financing of terrorism. For more
details on the use of the technique, we suggest consulting
the article by Van Eck and Waltman (2014).

In 2022, important publications listed the paths
and trends for publications on the topic of terrorism
(Haghani et al., 2022). Around 18 thousand publications
had been linked (in the present study we gathered 19
thousand through the Web of Science database). These
publications identified clusters such as (a) political,
ideological and criminological, (b) economic, (c)
psychological, and (d) emergency response aspects of
terrorism research. These fields were shared by this
study. This research was also successful in (a) objectively
determining the structural composition of the field and
(b) identifying areas without adequate representation.
The authors found opportunities to study the behavior
of those who were involved in terrorist attacks, as well
as understand the best response strategies to various
forms of terrorist attacks.

In similar analyses, it was also evident that there is an
opportunity for studies that could help predict terrorist
actions, both with algorithms and the use of qualitative
analyzes (Olabanjo et al., 2021).

Group A (red) — Al Qaeda, Islamic State, Bin Laden,
bomb attacks, suicide bombings and drug trafficking and
trade. This grouping contains the majority of scientific
articles related to terrorism. Bomb attacks are preferred
by extremist groups and a series of studies have already
investigated the operations and effects of these explosive
attacks (Olesen, 2011; Zgonec-Rozej, 2011).

Group B (green) — biological attacks, chemical
agents, conventional warfare, nuclear energy, viruses,
and bacteriological attacks. In this group, a great
opportunity for studies arises, related to attacks on crops
and grain production, known as agro-terrorism, when
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bacteriological agents can contaminate a country’s food
production system. (Caldas & Perz, 2013). This group
also includes examples of attacks with biological agents
such as Covid-19, which can be improvised as a biological
weapon. According to the authors, 33 terrorist attacks
involving biological agents were registered between
1970 and 2019, registering 9 deaths and 806 injuries. 21
events took place in the United States, 3 in Kenya, 2 in the
United Kingdom and Pakistan and a single event in Japan,
Colombia, Israel, Russia and Tunisia (Tin et al., 2022).

Group C (blue) - collective traumas, clinical implications,
stress, anxiety, psychological violence, and illnesses.
Terrorist attacks mainly occur in urban centers, in regions
that cause great commotion and social impact. Populous
cities are those chosen for attacks and the consequences
generated by these traumas are studied by medical
schools and non-governmental associations (Elfversson
& Hoglund, 2021).

Figure 1. | Cluster of violence

Group D (yellow) — marketing, financing, economy
and tourism. This group includes peripheral systems
that embrace terrorism. Countries with a greater flow of
tourists and tax havens are targets for terrorist actions,
whether through corruption and money laundering or
due to the impact on tourists caused by attacks. Notably,
cyber terrorism and cyber defense, important aspects for
the digital economy, are not present in a significant way
(Plotnek & Slay, 2021).

The classifications show the typification of each type
of violence. Attacks carried out with explosives belong to
the same group as violence committed by drug traffickers
and traders. This variant of terror is not associated with
the violence resulting from attacks carried out by chemical,
radiological, bacteriological, and nuclear agents. The other
groups deal with the sources of financing terrorism and
its effects on the health of victims.

Rev. Crim. / Volumen 66 — Numero 3 — Septiembre-Diciernbre 2024 — pp. 97-110 — e-ISSN 2256-5531 — Bogota, D. C., Colombia



Group A (red) indicates the best-known type of
terrorism today, that oriented towards religious, racial
and political aspects, employed by extremists such as
the Islamic State and Al Qaeda (Zelin, 2014; 2021). It is
possible to see a connection between group D (yellow)
and group A when understanding the ways of combating
global terrorism, which consist of pursuing sources of
income and sending resources to the origins of crime.
In this group, chemical and bacteriological agents and
the use of artificial intelligence to combat the actions
of terrorism stand out. The green group is specific as it
highlights the violence caused by the use of agents such
as Anthrax (Mayer et al., 2001; Mintz et al., 2002). The
intersection between the groups suggests the importance
of combating the media exposure that terrorism pursues
to publicize its actions, as a practice of gaining notoriety
and respect (Piwko et al., 2021).

The four pillars that involve terrorist practices are
foreseen in the groupings: attacks and extremist groups;
ways to combat terrorism; and the consequences of
terrorist actions and alternative, but no less lethal,
actions of terrorism (Ganor, 2021; Ganor & Wernli, 2013).

The findings from the interviews made it possible to
understand that in practice, it is only possible to classify a
terrorist under current laws if there is an attack on public
events or public facilities.

Therefore, the new cangaco brings together these four
pillars when it is designed and composed by extremists.
The gangs are specialized in just one type of crime: bank
robbery; The officers involved are also experts in bank
robberies and hostage-taking.

“The new cangago cannot be considered terrorism as it
is not generated by aspects of race, creed, and religion. Its
results, which aim to cause disorder, panic, and insecurity
inrural cities, are perceived as bank robberies and not as
terrorism. Framing a bank robbery as terrorism has no
legal support” (interviewee A).

If a historical search is carried out across Brazilian
scientific publications, it will be possible to list the
crimes related to terrorism that occurred during the
military government (1964-1986). After this period,
even with new patterns of poverty and the serious public
security crisis, together with the growth of large cities,
organized crime increased, but not to the point of being
called terrorism. Criminal factions operate from within
prisons, orchestrating drug trafficking, kidnappings and
bank robberies, often with international connections, but
are not seen as terrorists (Adorno & Salla, 2007).

For the Brazilian police, the wave of bank robberies and
practices of the new cangaco can already be considered
as news from the past. After all, the gangs have already
been dismantled and their members have been killed by
police action [...] (interviewee C).

Terrorism and police countermeasures in the fight against the "Novo Cangago’

In this interview, a police officer involved in bank
robberies comments that this type of crime no longer
exists. Around 30 days earlier, 25 criminals were killed
in an exchange of gunfire with the police in the city
of Varginha (MG); 2 days after the interview, a violent
robbery took place in the city of Guarapuava (MG) with
three police officers injured in the confrontation. One of
the police officers died in May 2022.

In a few years, digital money will put an end to this
type of crime. With the end of large volumes of money
in circulation, cyber terrorism can take over the space of
the new cangaco.

In the area of cybercrime investigation, we realize that
all crimes have some connection with crimes committed
using the internet. This was the natural migration of
crimes committed on the streets. The result of this is that
we need to work together with other police departments
in other states, mainly for the use of wiretaps and related
investigations. [...] the criminal seeks to operate in other
territories, precisely to make police investigation work
more difficult. Local police generally have no information
about new criminals in that region (interviewee E).

In Brazil, the definition of terrorism currently
leaves room for numerous interpretations. It could be
something like using or storing explosives, storing toxic
gases, poisons, biological, chemical, or nuclear materials,
or other means capable of causing damage or promoting
mass destruction.

[...] sabotage the operation or seize, with violence,
a serious threat to the person or using cybernetic
mechanisms, total or partial control, even if
temporarily, of means of communication or transport,
of ports, airports, railway or bus stations, hospitals,
nursing homes, schools, sports stadiums, public
facilities or places where essential public services
operate, power generation or transmission facilities,
military installations, oil exploration, refining and
processing facilities and gas and banking institutions
and their service network (interviewee A).

The legal reaction to increasing the laws that classify
the new cangaco as a heinous crime has advanced. In
2022, proposal PL 610/2022 was processed in the Brazilian
Senate, which includes mega-robberies of banks in acts
of terrorism, with penalties of 12 to 30 years in prison.
(Viana, 2022).

From this definition, it is clear that the main
international legislation sought protection to frame
organized crime actions. After all, these could be
confused with terrorism. Consequently, terrorism is
associated with ideological, political, racial, or religious
reasons. Regarding the Brazilian reality, it is believed that
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when naming heinous crimes as terrorism, there could
be difficulty in interpreting crimes classified as such
without control. In particular, there was fear of the biased
application of criminal penalties to social movements
and protests, which often attract individuals willing to
use violence and commit vandalism, but who do not have
a truly terrorist profile (Peterke, 2014).

In addition to the fact that there are already sufficient
laws to cover crimes of this nature, it is known that drug
trafficking is closely related to this practice of violence,
an old phenomenon that has been intensifying since the
1980s (Zaluar, 2004). The examples are countless and
should be sought in the various rebellions that shook
the penitentiary systems of Sao Paulo and Rio de Janeiro
from the beginning of the 1990s. This relationship is also
seen in several Latin American countries.

[-..] it is known that it is not drug traffickers who
rob banks, it is not their standard action. The drug
trafficker profits from the transfer of drugs and
having the police around him hinders commercial
practices. But it is drug trafficking that rents or sells
the weapons for the robberies. Bank robbery gangs
are ‘clients’ of drug traffickers (interviewee B).

Violence related to drug trafficking in Latin America
must be perceived as an action of organized crime,
even if orchestrated by groups confined in maximum
security prisons, and not as narco terrorism. The use
of the “narco” prefix for terrorism, in fact, arose due to
its violent ingredients, such as attacks with improvised
explosives, kidnappings, attacks on military posts, bank
robbery, and guerrilla actions (Miller & Damask, 1996).
Currently, Brazil finds itself helpless in the face of its laws
for regulating anti-terrorism practices.

The financing of specialized crime follows the same
path as terrorism. One of the reasons that led to a
reduction in the crime of bank robbery was embezzlement.
Scammers migrate to drug trafficking crimes. There will
only be a bank robbery when organizations like the PCC
need quick resources |[...] it’s very risky (interviewee F).

In August 2016, Brazil hosted the Olympic Games in
Rio de Janeiro. With this global event and, nine months
earlier, one of the worst terrorist attacks in history which
killed 130 people in Paris, a discussion arose about the
Brazilian anti-terrorism law. This discussion did not
advance; seven years after the attack in France, this
violent act would still not be considered a terrorist attack
according to Brazilian law (Silva, 2019).

Starting in 2016, a discussion about how to frame
terrorism in Brazilian legislation gained traction. This
debate did not advance, however, and the law remained

at a standstill. Issues such as financing, handling of
explosives, attacks, kidnappings, and actions against the
police force, triggered together, are not seen as terrorist
acts [...] Marcola [PCC leader, Primeiro Comando da
Capital], in 2006, took Brazil’s largest city hostage. This
was terrorism (interviewee D).

Based on the law amended in 2016, setting fire to
public transport or even carrying out cyber-attacks do
not constitute acts of terrorism. The interpretation is that
there are already laws for such crimes (Law 13.260, 2016).

For there to be a crime of terrorism, there must be
a surprising criminal action from the point of view
of emotional impact, with the presence of a threat to
social order and peace or the imposition of a will or
even coercion with institutionally established entities.
Thus, the existing criminal types prove to be insufficient
for combating terrorism (Buzanelli, 2013). This would
offer an important explanation for Brazilian inattention
to terrorism: there is no history of terrorist actions as
provided for in the laws and the modalities that emerge
are classified as other criminal manifestations, even if
cities are surrounded and threatened for hours.

In 2018, all the ingredients for a terrorist act were
gathered in the city of Ipameri, Goias.

Around 20 criminals got together and blew up all
the ATMs in the city. They took hostages using heavy
weaponry and held them for 2 hours. It was the biggest
action ever recorded in Goias. They were all recidivists
with a history of specialized crime and had extensive
experience in bank robberies, with links to Comando
Vermelho [...] in fact, it is important to emphasize that the
explosion of an ATM acts as a baptism in the profession
of robber. The criminal usually starts with this and then
gets promoted (Moura, 2022).

The opinion of Brazilian experts from the Army and
auxiliary forces such as the Military and Civil Police,
who even participated in operations to combat the new
cangaco, were interviewed in this research. They agreed
in their belief that organized crime for bank robberies
has been redirected towards embezzlement and digital
crimes. They also agree that the violent operation of
surrounding cities leaves a legacy of learning for other
criminal practices, distinct from that of stealing cash cells
from ATMs and banks.

The findings from the analysis of articles point
to the issue of crime segmentation. Given the high
specialization required, not just any criminal can
participate in an action like those listed. It is possible
that such teachings coming from the new cangaco serve
as an example for other criminal factions related to drug
trafficking in Latin America, since drug production and
marketing networks maintains a close connection.
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Conclusions

The fact that Brazil has gaps in its laws for classifying
some crimes as terrorism, by default, includes the country
on the list of countries that invite potential terrorists. In
addition to being considered a natural corridor for the
exit of drugs from South America, it also has a territorial
extension that allows criminals to escape and easily leave
the country across multiple borders. Brazil does not
consider crimes against property to be terrorist actions.
This fact also suggests a failure, this time related to the
financing of terror practices. The trafficker is the one who
rents weapons and sells ammunition to subsidize attacks
such as those that occurred during the practices of the
new cangacgo.

When we investigated around 18 thousand published
articles and highlighted four distinct groupings, we
suggested the complexity involved in the study of
terrorism. When in analyzing interviews with people
who helped fight organized crime and bank robberies, we
suggest that Brazilian robberies border on any practice
of terror, only dominated when the new cangaceiros are
killed or arrested in police action (just like Virgulino
Ferreira , Lampiao, the best-known cangaceiro in the
country). We believe that one of the most important
factors in the presence of terrorist practices in Brazil is
the manufacture of explosives by criminals.

Criminal factions such as Comando Vermelho and
Primeiro Comando da Capital tried to infiltrate criminals
into the Brazilian political system, and this is another
point that directs drug trafficking crimes and high-profile
robberies towards terrorism. A link is created here that
associates the new cangaco and drug trafficking with
political movements.

The research findings indicate that the crime known
as new cangaco was practiced sporadically in Brazil
in 2022, and that the explanation for this is related to
cybercrimes. It is less risky to operate over the internet
and just as profitable. Furthermore, paper currency is
increasingly rare in Brazil, with the advent of electronic
transfers becoming more and more common.

Considering these points, we believe that the new
cangaco is a form of terrorism, given its connection with
drug trafficking, political movements, use of explosives,
siege of cities, and use of hostages and violence aimed at
causing terror and commotion. Such practices may cease
to exist due to the disappearance of paper currency, but
the legacy will remain and serve as a lesson for those who
wish to commit similar crimes.

Terrorism and police countermeasures in the fight against the "Novo Cangago’
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